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ABSTRAK

Peningkatan kebutuhan pemantauan keamanan mendorong penggunaan Security
Information and Event Management (SIEM), namun sebagian besar platform SIEM
memiliki kompleksitas implementasi serta kebutuhan memori dan sumber daya
yang relatif tinggi sehingga kurang sesuai diterapkan pada lingkungan low-resource.
Penelitian ini bertuyjuan merancang dan membangun Xemarify sebagai aplikasi
SIEM lightweight untuk mendukung aktivitas Security Operation Center, serta
mengevaluasi efisiensi sumber daya, akurasi rule-based detection, dan kapabilitas
keamanan sistem. Xemarify mendukung pengumpulan, normalisasi, analisis event,
pembentukan alert dan audit log, serta visualisasi melalui dashboard web.
Penelitian menggunakan metode Research and Development dengan pengujian
eksperimental pada lingkungan 2 vCPU dan RAM 4 GB. Evaluasi mengacu pada
karakteristik Performance Efficiency dan Security ISO/IEC 25010:2023 melalui
pengujian overhead, kapasitas EPS, utilisasi sumber daya, throughput, breaking
point, serta analisis keamanan As-Is dan To-Be. Hasil pengujian menunjukkan
bahwa manager Xemarify mencatat rata-rata CPU 1,22% dan memori 8,37 MB,
sedangkan manager Wazuh mencapai 28,03% CPU dan 318,52 MB memori pada
skenario overhead yang sama. Pada sisi agent, Xemarify hanya memerlukan 11,04
MB memori dibandingkan Wazuh sebesar 63 MB. Sistem tetap stabil hingga 3.000
EPS dan mencapai breaking point pada 5.000 EPS. Pengujian deteksi menghasilkan
accuracy 66,67%, recall 50%, precision 100%, dan FI-score 66,67%. Penerapan
JWT, RBAC, autentikasi agent, validasi event, dan audit log meningkatkan
kapabilitas keamanan pada mekanisme monitoring. Hasil tersebut menunjukkan
bahwa Xemarify merupakan alternatif SIEM [lightweight yang menekankan
efisiensi sumber daya untuk fungsi security monitoring dasar pada lingkungan low-
resource.

Kata Kunci: Security Information and Event Management, lightweight, ISO/IEC
25010:2023, rule-based detection, Security Operation Center



ABSTRACT

The growing demand for security monitoring has increased the adoption of Security
Information and Event Management (SIEM) platforms. However, most SIEM
solutions involve high implementation complexity and require substantial memory
and computing resources, making them less suitable for low-resource environments.
This research aims to design and develop Xemarify, a lightweight SIEM application
that supports Security Operation Center (SOC) activities while evaluating resource
efficiency, rule-based detection accuracy, and system security capabilities.
Xemarify provides log collection, normalization, event analysis, alert and audit log
generation, and visualization through a web-based dashboard. This study employed
the Research and Development (R&D) method with experimental testing on an
environment consisting of 2 vVCPUs and 4 GB RAM. The evaluation followed the
Performance Efficiency and Security characteristics of ISO/IEC 25010:2023,
including overhead testing, EPS capacity, resource utilization, throughput,
breaking-point testing, and As-Is and To-Be security analysis. The results show that
the Xemarify manager recorded an average CPU utilization of 1.22% and memory
consumption of 8.37 MB, whereas the Wazuh manager reached 28.03% CPU
utilization and 318.52 MB memory under the same overhead scenario. On the agent
side, Xemarify required only 11.04 MB of memory compared to 63 MB for Wazuh.
The system remained stable up to 3,000 EPS and reached its breaking point at 5,000
EPS. Detection testing achieved 66.67% accuracy, 50% recall, 100% precision, and
an Fl-score of 66.67%. The implementation of JWT, RBAC, agent authentication,
event validation, and audit logging enhanced the security capabilities of the
monitoring mechanism. These findings demonstrate that Xemarify is a viable
lightweight SIEM alternative that emphasizes resource efficiency for fundamental
security monitoring in low-resource environments.

Keywords: Security Information and Event Management, lightweight, ISO/IEC
25010:2023, rule-based detection, Security Operation Center
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